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History

Doubts Cast- Glance

Technical Security

Administrative safeguards

VVPAT

Doubts Cast- Explained
Aspersions & Doubts

Technical Expert Committee (TEC)
International Experience

O Past Judgements



HISTORY OF EVM

40 CREDIBLE YEARS




STORY OF4 EREDI BLE YEZ

CEC- S L Shakdar talked about introducing an Electronic
machine
EVMs developed and demonstrated by ECIL and BEL.

EVMs used in 50 polling stations of Parur LA in Kerala.
Used in 11 Assembly Constituencies:8 states, 1UT

Usage of EVMs suspended: SC ruling-EVMs had
no legal sanctity

RP Act amended: allowing the use EVMs wef
15.03.1989

A Since 2000, EVMs have been used in all elections. 3
Lok Sabha and 107 State Legislative Assemblies.
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DOUBTS CAST ON EVM

Remotely
.. ) Altered Control
Unit Display

Altered
software

Stuffing
after Poll
Closure



TECHNICAL EXPERT
COMMITTEE

INDEPENDENT EVALUATION




T E C- HISTORY & ROLE

TEC constituted for
1st Technical evaluation of upgraded
Expert Committee EVMs Submitted an
(TEC) formed Evaluation Report in 2006
)

January, 1990 DecemBé&0O|5

April 1990 November 2010

Recommended Latest
use of the EVMs

: reconstitution
unanimously
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Give technical advice to build specifications and design of newer versions of
EVMs/VVPATs

Examine design proposals of manufacturers on EVMs and offer
recommendations for improvement

Mentor design process

Exami ne concerns rampedalbinl EVWSs

Any other advice or technical work that Commission may seek



TECHNICAL
SECURITY

DESIGN, PROCESS, ENVIRONMENT




1. PREMIUM PSU MANUFACTURERS

Electronics Corporation of India Limited
A Govt. of India (Dept. of Atomic Energy) Enterprise

am,ur ELECTRONICS
QUALITY. TECHNOLOGY. INNOYATION.

BEL

Under Mlnlstry of Defence

Unhder Dept of ¢/
. ST T e

Both PSUs deal with manufacturing of sensitive equipment

critical to the safety and security of the Nation and have strong

security protocols _




@ 2. SECURED DESIGN FEATURES
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stamping key
press
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3. SECURE DEVELOPMENT PROCESS

Y

The software is
designed/approved by
TEC NEVER
subcontracted.

Software validation is
carried out as per the
System Requirement

Specification (SRS), by

an Independent Testing
Group.
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4. SECURE MANUFACTURING FACILITY

 Secure Factory
Premises

Monitored Entry and Exit

Regular frisking at gates
and all important junctions

CCTV survelllance

Entry of electronic gadgets
like mobile, Laptop, USBs
restricted
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4. SECURE MANUFACTURING FACILITY

Physical Security -CCTV surveillance
and movement control

U Well defined and calibrated process
flow of EVM manufacturing

U 3 Level Physical access to various
stages / processes

U Access Data and Process Data
logging, alarm and alert generation
during manufacturing

U Third Party Testing by STQC as per
Standards & Quality Process set by

TEC
14
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ﬁifl EVOLUTION OF EVM MODELS

i Evolution of technology

u EVM Models A One Ti me Progr amma

Pre 2006: M1 ‘AStandalone Machine

2006-2010: M2
From 2013: M3
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ﬁ(fl EVOLUTION OF EVM MODELS

i Evolution of technology

u EVM Models

Pr 200 61M A Dynamic coding of every key press

2006-2010: M2 ‘ for communication from BU to CU

A Real time clock
From 2013: M3 A Time stamping of key presses
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ﬁ(fl EVOLUTION OF EVM MODELS

i Evolution of technology

u EVM Models

Pre 2006: M1
20 0260 1 K12 A Digital certificate based mutual
authentication amongst all

From 2013: M3 ‘ Components
A Automated Self diagnostics

A Battery life predicationC
17
. 4



ADMINISTRATIVE
SAFEGAURDS

ADMINISTRATIVE SECURITY
OF EVM
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ADMINISTRATIVE SAFEGAURD

Stakeholder Participation
Allocation & Movement

First Level Checking
Candidate Setting
Randomization

Mock Poll

Poll Day Checks

Poll Closure & Transportation
Storage & Security

O Counting Day Protocol
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1. STAKEHOLDER PARICIPATION

Active Participation of Political-
Parties/Candidates in All Processes

Opening & Sealing
of EVM Warehouses
& Strong-rooms.

First Level Check (FLC) &
& Candidate Setting.

List of EVMSs after
first & second

~ randomization
Sign on Paper Seals on

BUs and CUs after all Participation  During
Important processes FLC

Conduct mock poll
and receive mock
poll results



ALLOCATI ON & MOVEMEN

EVMs are allocated to poll going State
by the Commission

Received by DEO who is personally
responsible for secured storage

EVM Tracking Software for inventory

management of all EVMs nationwide. EVMs are always transported under 24/7 Police
Escort irrespective of the destination




U FLC in the presence of representatives
of political parties.

U Fully sanitized hall under videography
and full security

U Full functionality and behavioural check
IS done.

U Defective EVMs are kept aside and not
used in election
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Photocopies of record
registers shared with

Result printout and  Signing on seals by

I\E/l\(;|(\:/|k Poll on All Sﬁ?\?furltslaslr:/grt:—:-r;lg Engineers a}nd political party
S Pf : representatives representatives/candidat
with repreﬂentatlves
es
Complete physical Mock poll with CU seal ed &VMssstoredin
check up (switches, minimum 1000 FLC u®i ng Strong Room under
cable, latches etc) votes on randomly Paper 6 Seal 24X7 security

& functional test selected 5% EVMs



